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Research and Interests

Digital image steganography

Digital image steganalysis

Machine learning
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Methods of Secret Communication

Cryptography Steganography

conceals the meaning conceals the existence
of the message of the secret message

Images: Wikimedia.org
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Possible Applications for Steganography

Persecutive communication environments
® Students during test
® Prisoners
® QOrganized crime
®* Malware
® |ntelligence agencies
® Corporate espionage
® Dissidents in repressive regimes

® Journalists under censorship

® Communication in conflict zones

Image: valorreplicas.com (with friendly permission)
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Steganographic System

m secret message  x(©) cover
k key x(M) stego object
k k
——— x(m)
m —>|Ebed extract

(0)
x detect

trusted area P (i #0| x(i))
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Steganographic System

m secret message  X(%) cover
k key x(M) stego object

identical

m —>|Ebed extract

undetectable

as large as possible
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How to Embed a Message into a Cover?

SEGHENTS = FELDS = VALLES e
START OF MAGE  += o

File bytes
Directly modify the bytes.
Append after EOF.

APPLICATIOND
DEFALT HEADER)

uemzATon TheLe

© 1 2 3456 789 ABCDEF
: FF D8[FF E@ 60 10 .J .F .1 .F 00 01 01 o1 00 48
@0 48 00 00[FF DB 00 43 00 &1 a1
1 61 o1 o1 e1 o1
61 o1 o1 o1 o1 o1 61 o1 b1 o1 61
o1

o1 o1 o1 o1 o E
@1 e1 61 e1 o1 el 61 e1 el START OF FRAVE

a
e hnaanean e aaaa PO
0122 00 02 11 01 03 11 FUFFMAR TABLE.
00 08 00 00 00 9O 00 00
FF Ca 06 19 10 01 60 02
90 00 90 @0 08 PO 06 08
81 01 00 00 00 80 00 00
87 oA

ummzATon asLe

ferobe i st

e e

File structure

Exploit the format (e.g., “hidden” marker)

Embed into the metadata.

£7 1D A9 16" CA 7736 DO
19 26 5D C4 2A F4 5C 81

: 78 DB 06 84 A®

File data
Modify the data itself.

IMAGE DAT, e

END OF MAGE =

Image: Ange Albertini
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Types of Covers

Audio Image
ANMAN ki

S i

Network traffic Text
domne sy omasac The person eats a broccoli.

>0
->0
—0

Steganographic channels are typically in the compressed domain.
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Approaches to Steganography

— T

Cover selection Cover modification Cover synthesis
Select the cover that carries Modify a cover to embed Generate a cover that carries
the desired message. the desired message. the desired message.
k k k

m—{select] - x™  m—fembed} - x™  m —{generate} — xIm
i | I

draw x ~ Pg x(0) model ¢
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LSB Steganography

Hide the message m in the least significant bits (LSBs) of the media data.

LSB replacement (LSBR)
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Selection of Embedding Positions

spread (p = 0.25)

adaptive (p = 0.25)
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Key-Dependent Permutation

0 0 0 0 0 0 0 0 0 0
N U U R L L
permutation ¥ (k)
0 0 0 0 0 0 0 0 0 0
CEECECE A B

e | | | | |

) (0) (0) (0) (0) (0) (0)
. Xy Xy Xy, Xyg Xug Xy,

inverse ¥~ (k)

(0) ) ©) ) ) © © © © (1)
By N T b e T e T o e T e TS ARy

M universitat

¥ innsbruck Martin Benes: Steganography and Steganalysis

14



Available Steganographic Tools

Image pixels steghide jphide openstego
JPEG coefficients jsteg F5 outguess
Audio mp3stego spectrology

Open-source stego tools

Most public stego tools are decades old and use insecure steganography.

Publishing stego tools is ethically questionable, because it may help criminals.

Andreas Westfeld, Andreas Pfitzmann. Attacks on steganographic systems. Springer IH, 1999.

Graeme Bell, Yeuan-Kuen Lee. A Method for Automatic Identification of Signatures of Steganography Software. IEEE TIFS, 2010.
Daniel Lerch. Stego-collection. https://github.com/daniellerch/stego-collection

Daniel Lerch. Steganography Tools. https://daniellerch.me/stego/intro/tools-en/
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Forensic Tools against Nailve Steganography

Comment escape at midnight
Image Width : 1857
Image Height 1032

an Qlotorola, 1)

File bytes hexdump binwalk
File structure strings il
Data visual analysis  Aperi’'Solve

https://www.aperisolve.com/

B universitat

innsbruck Martin Benes: Steganography and Steganalysis

17


https://www.aperisolve.com/

Visual Analysis

Natural images

Computer graphic B universitat

M innsbruck

Cover LSB
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Security of LSB Steganography

More
secure

0.4

0.2

Probability of error Pg

Less

0,

I I I I I I

| —<4— LSBR/SPA —&— LSBR/WS —4— LSBM/HCF-COM

I T I

)
£

| | |

secure Q 0.1 0.2 0.3

| | |
0.4 0.5 0.6 0.7 0.8 0.9

Embedding rate «

10 000 grayscale images from the BOSSBase dataset, size 5122, LSBR/M without coding (e = 2). Training set 50%.
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LSB Steganography

Hide the message m in the least significant bits (LSBs) of the media data.

LSB replacement (LSBR) LSB matching (LSBM)

X X
0 1 2 3 4 5 6 7 - 2 3 4 5
‘\lo/‘ ‘\10/‘ ‘\10/‘ ‘\l(}/‘ \ / /‘\01/ \10/\ ‘\ /‘
0 1 0 1 0 1 0 1 m;
ADIAL AL A MMNNNNNN
0 1 2 3 4 5 6 7 -

ye e
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Security of LSB Steganography

More
secure

0.4

0.2

Probability of error Pg

Less

0,

I I I I I I

| —<4— LSBR/SPA —&— LSBR/WS —4— LSBM/HCF-COM

I T I

)
£

| | |

secure Q 0.1 0.2 0.3

| | |
0.4 0.5 0.6 0.7 0.8 0.9

Embedding rate «

10 000 grayscale images from the BOSSBase dataset, size 5122, LSBR/M without coding (e = 2). Training set 50%.
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Real World Cases of Steganography

welivesecurity Award-winning news, views, and insight from the ESET security comm

TIPS & ADVICE ~ BUSINESS SECURITY  ESET RESEARCH ~ FEATURED - TOPICS PosTED.

SEP. 2022 |11 MIN READ | THREAT INTELLIGENCE, & susscrise rouow ¥ @

Witchetty: Group Uses Updated

ESET Research o

Worok: The big picture

v
H

Focused mostly on Asia, this new cyberespionage group uses undocumented tools, including
steganographically extracting PowerShell payloads from PNG files

s toolst, usng new
Q’ Thibaut Passilly

codo s icden within an image
06 Sep 2022 + 18 min. read

Espionage group begins using new backdoor that leverages rarely seen
technique.

There is little evidence of steganography being used in the digital communication.

(perhaps due to its nature to remain hidden)

https://www.welivesecurity.com/2022/09/06/worok-big-picture/
https://www.security.com/threat-intelligence/witchetty-steganography-espionage
Mukesh Dalal, Mamta Juneja: A survey on information hiding using video steganography. Springer AIR, 2021.
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Real World Cases of Steganalysis

Common task during challenges,
competitions, and CTFs.
A relevant competence for

® intelligence services and

® law-enforcement agencies.

UNCOVER project (EU Horizon 2020)

V. Leask, R. Cogranne, D. Borghys, H. Bruyninckx. UNCOVER: Development of an efficient steganalysis framework for uncover-
ing hidden data in digital media. ACM ARES, 2022.

https://alaska.utt.fr/

https://www.uncoverproject.eu/
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Paradigms of Modern Steganography

key k
. o { Find a change vector A
Separation principle -
_ message m —>——»| cod@‘—>4> stego x(1)
Two step embedding %
. P
® cost calculation
. cost
® message coding ! Cost for element i
0
pi = d(x(0)>x(ﬁi))
cover x(0)
x(fi) = {xgo), S ,xfg)l,xfl),xfﬂ, . ,Xf\,o)}
u universitEt Martin Benes: Steganography and Steganalysis ’

& innsbruc



Steganographic Syndrome Coding

Posed as a contrained optimization problem.

N p:;rityk— H
i . y(m) — chec . -
min ; Aj-pi,s.t, H C)O(nstramt m atrix H _ U
optimization e +A o
Example: | 1 2 3 4
Objectives of coding methods X 42 26 14 98

pi 0.05 0.14 0.02 1.10

m=01... my; =1
Al 1 0 1 0
x™ 43 26 13 98

® Reduce # of changes (Hamming codes)
® Avoid saturation (wet paper codes)
® Minimize cost (trellis codes)
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Comparison of Cost Functions

HUGO 2010 WOW 2012
=8 s .

~” 1

embedding probability §; at a = 0.2 bpp

S-UNIWARD 2014 HILL 2014 MiPOD 2015 0
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Modern Steganalysis

Targeted attacks
= against a stego method

SO —a=005

Attack

Compatibility attacks
= against a cover

Handcrafted features
Project the image to a feature space

extractHE —{detect)— y =1

and apply a learning-based detector. Features
Neural networks o
fod — ¥ =1
Architectures: EfficientNet BO, SRNet °
Detector
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Security of Modern Steganography

More T I I I I
secure

LSBM/SPAM —&£— LSBM/EfficientNet BO
—=— HILL/SPAM —&— HILL/SRMQ1 —&— HILL/EfficientNet BO

0.4

0.2

Probability of error Pg

- —
Less O | | | | | |

| | |
secure Q 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
Embedding rate «

10 000 grayscale images from the BOSSBase dataset, size 5122, LSBM without coding (e = 2), HILL with optimal coding.
Training set 50%.
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The Source of Covers

Cryptography needs a good random number generator.

5t
Steganography needs a good source of covers. @

Cover source

Content Device Color Filter Resize JPEG
= ] A
Il
—_ — [ 11— E3R
[ ]
texture Device type Demosaicing Sharpening Cropping Chroma sampling
ISO sensitivity White balancing Contrast Subsampling Quality factor
Gamma correction Brightness JPEG codec

Blur

A. Mallet, M. Benes, R. Cogranne. Cover-source mismatch in steganalysis: systematic review. EURASIP JIS, 26, 2024.
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Cover-Source Mismatch

More T T T T T T T T
secure Matched:  —2— Uncompressed
Mismatched: —— JPEG recompressed (QF95) JPEG recompressed (QF60)

0.2

Probability of error Pg

0, -

Less l l | | | |

| | |
secure Q 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
Embedding rate «

10 000 grayscale images from the BOSSBase dataset, size 5122, libjpeg-turbo, LSBM. Training set 50%. SPAM+FLD.
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